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Phishing�email�example�4�

From:  information@paypal.com  

Subject:  Important Information Regarding Your 
Account 

Dear User, 
 
We recently noticed that a transaction may have been made 
without your knowledge or consent. We are currently investigating 
the following transaction:  
 
Seller's name: Hagio-Host 
Seller's transaction ID: 7YW39066PT6017814 
Transaction amount: -$80.94 USD 
Case number: PP-587-442-704 
 
To see the details of this case, log in to your PayPal account by 
following the link below and go to the Resolution Center. 
 
https://www.paypal.com/login?secure=ssl32?caseid=7YW39066PT
6017814?=disputeTRANSACTION 
  
The seller has been asked to provide information about this 
transaction. 
During this time the funds are not available in your account, but if 
the unauthorized activity claim is decided in your favor, we will 
fully refund you for the amount of the transaction. 
   
Sincerely, 
  
Account Review Department 
  
Please do not reply to this email. This mailbox is not monitored 
and you will not receive a response.  


